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Alt-N SecurityGateway for Email Servers - Universal Email Security Gateway
Manufacturer: Alt-N Technologies| Model: Standard | Origin: Texas, USA | Website: www.altn.com |
Price: £204 for up to 25 users

Simplicity Value Documentation
3.5/5 5/5 4.5/5
Functionality Performance Overall

4/5 4.5/5 86%

The Good
Alt-N SecurityGateway is competitively priced and simple to set up*. It will ensure efficient and
hassle free message spooling once up and running.

The Bad

* Though the set-up is simple, full configuration has a lot of options, which is good for granularity,
but not for a novice. Currently extension filtering does not check within archives, though antivirus
does.

Testing
Real-time: during a seven-day trial period SecurityGateway detected and stopped everything it
claimed it would; spam, malware, relaying and SPF errors.

Attachment filtering: the service works using the last extension, so bill.pdf.exe and bill.exe will both
be caught. At the moment it does not check archives, but this is on the roadmap. Archives are
currently scanned by antivirus.

Manual malware: all exe’s and scr’s thrown at the program were detected and caught with a
signature and outbreak protection seems to have stop all unknown exe’s and scr’s. During testing it
missed one out of two DOCM files — Barracuda missed both and still does. It is good practice to block
these outright. No email security gateway can really claim 100% catch rate.

Conclusion

| stumbled upon Alt-N while looking for a Microsoft Exchange alterative and then noticed they did an
email security gateway. On another project | was hunting around for email security gateways and
was struggling to find one that was not a piece of hardware or needed virtualisation to install. There
are quite a lot which install within Windows, but few are vendor agnostic.

Before reviewing and testing version 3.0 | tested out the previous version, which by default was just
Clam AV with Kaspersky and Cyren Outbreak protection as an add-on. Version 3.0 only has one
option. The previous version caught everything from ‘the wild’ and stopped everything | threw at it
manually.

Version 3.0 has ClamAV, which pretty much every single gateway uses, as it is free and open source.
Cyren AV has replaced the Kaspersky engine. From leaving it running for a few days it has caught
everything spam and virus wise. On manual testing it missed one file (DOCM), though it is good
practice to block common file extensions (EXE, SCR and Macro Office files etc).

SecurityGateway is under half the cost of Barracuda Virtual Firewall and has a higher catch rate.
Barracuda in real time and manual testing has let in twice as much as SecurityGateway did. One big

E: graeme@datasecurityexpert.co.uk | A: Graeme Batsman, 78 York Street, London, W1H 1DP
T: 0203371 0495 | M: 07909 474479 | Follow Me On Twitter: @graemebatsman



A
DataSecurityExpert.co.uk

BLOG, ARTICLES, REVIEWS, TIPS, PUBLIC SPEAKING & PRESS

attraction for me is that, SecurityGateway is installed straight onto the server, no virtual machine to
set up, or additional hardware required.

Vendor Statement

SecurityGateway for Email Servers combines nearly two decades of email security expertise with
proven security technologies to protect message traffic from malicious attacks, message tampering
and email address identity theft. Using multiple security methods, SecurityGateway assures the
accurate delivery of legitimate email while minimizing the potential of false positives.

SecurityGateway incorporates multiple AV engines and proactive Outbreak Protection technology,
combined with additional signature recognition and heuristic analysis, to detect viruses, spam,
phishing, spyware and other types of unwanted and harmful email...

What Does This Solve?
Simple! Unwanted emails: scams, spam, infected emails, phishing emails and basic data leakage.
Email servers get shedloads of virus, spam and SMTP relay attempts daily.

What Can SecurityGateway Do?
SecurityGateway scans all emails with two antivirus engines (plus an outbreak engine for new viruses
and spam waves) as well as basic data leakage prevention rules.

Installation
Installing the product is of course the first step and is fairly quick. Just install and open the ports.

;’?_- SecurityGateway for Email Servers Installation

Customer Information

Please enter the following information.

Name

Company |

Eouty [United Kingdom [GB] ~]

The information you provide will not be sold ta third parties. [t will only be used for
technical support purposes and for product related communications to assist, should
you require.

< Back Next > Cancel

Customer information, which is probably for licensing.
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;2_ SecurityGateway for Email Servers Installation

What Is Your Domain Name?

rityGatewa Please enter your domain name here. Your domain name is the part to the right of
Y the @ symbol in your email address.

Domain name

How will SecurityGateway for Email Servers determine wha is a valid user for this
domain?

' Users will be entered manually

" SMTP "call forward" verification

" Active Directory / Exchange

" MDaemon using minger

" LDAP server

Next > LCancel

Enter the email domain and specify how users should be added. If you select the top one, the
gateway will reject non listed addresses.

42 SecurityGateway for Email Servers Installation

Email Server

SecurityGateway for Email Servers will send all email for domain encsec.com to this
email server:

Description [

Host Name or IP: |mail. Port: |25

I~ Requires SMTP authentication

User name: l

Password: |

< Back Next > Cancel

Enter the IP or domain of the actual email server. The gateway receives the email and forwards it on.
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;g—_ SecurityGateway for Email Servers Installation

Set Up Administrator Account

The created account will be a global administrator. Y'ou can set up more accounts
from within SecurityG ateway later.

¢ L acal User - member of local domain (encsec.com}

" External - not a member of local domain [encsec. com)

Full name IGraeme Batsman
Mailbox [don't include a domain name) |
Password |*******
Werify Password jm
< Back Next > LCancel |

Setup administrator account and password.

;q—_ SecurityGateway for Email Servers Installation

SMTP Ports

You can choose which ports to listen for SMTP connections

SMTP Port: IE

Dedicated SSL Port: 465
MSa Port: 587
Defaults are 25, 465, and 587

< Back Next > Cancel

Default ports are typically fine.
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,g—_ SecurityGateway for Email Servers Installation

HTTP User Interface

The HTTP Host Name will be used to construct login links for the quarantine
summary report and other system generated email messages.

HTTP Host Mame: [ex: sa.company.mail)

rmail.

You can choose which ports to listen on for HTTP connections

HTTP Port: 4000 Default: 4000
HTTPS Port 4443 Default: 4443
< Back Next > Cancel

Enter a required URL for admin and quarantine access. 4443 is handy if webmail is running on 443.

§ SecnityGotavey for Eraal Servers=lnkurot Explover
G ecabon styGotewey.dlive D] 42| W] secutystoway fortmats... % ||
SecurityGateway User List -

New User - [Help | Close)

b save and close @ close
Properties ey

[] This account is disabled

Mailbox Name: [ el ™

Real Name: laaeme Batsman

A password is optional and will only be used if the user's password cannot be validated against the

domain's cation source.

Password:

Password (confirm):

[[] Account is an administrator

© Global A global has full control of all settings for all
domains.

@® Domain - A domain has full control of all settings for
one or more domains.
Available Domains: Selected Domains:

.

Adding a new user is simple, just add the mailbox and person’s name and click save and close.

E: graeme@datasecurityexpert.co.uk | A: Graeme Batsman, 78 York Street, London, W1H 1DP
T: 0203371 0495 | M: 07909 474479 | Follow Me On Twitter: @graemebatsman



DataSecurityExpert.co.uk

BLOG, ARTICLES, REVIEWS, TIPS, PUBLIC SPEAKING & PRESS

() 5.7 £
" Help| About{ Sign Out
For Domain: [~ Giobal — [

#)SecurityGateway User Options
* Accounts Save Cancel

+ Domains and Users
+ Administrators

+ User Verification Sources

+ Automatic Domain Creation
+ User Options

Use this page to designate which options users will be able to configure themselves, and their default
values.

—Access Control —
« Mail Configuration W Allow users to modify their passwords

+ Domain Mall Servers

fpsronriieclydinkdS ) Allow users to view and manage their own quarantine folders

« Quarantine Configuration Allow users to modify their own quarantine settings

-+ Mail Deliven

~ Emal Protota 1 Allow users to view a log of messages addressed to or from their account

W Allow spam tests to their account

« Disclaimers (Headers / Footers)

« System (] Allow users to disable "Account Hijack Dection" for their account

5, i ) Display the “Lost Password" link on the login screen
+ HTTP Server

- Branding/Custom Images

* Directories Configuration

* Disk Space ] Send welcome message to new users
+ View Configuration
« Database Maintenance Detints:
$ gj:‘h’:‘“"“"" [ Do not perform anti-spam tests for messages addressed to this account
+ Restore This option prevents the DNSBL, URIBL, Heuristics, Bayesian, and Outbreak Protection (Spam) tests
from being performed.
« Software Updates

* Registration ] pisable "Account Hijack Detection” for this account
User accounts that send a high volume of legitimate mail may be exempted from “Account Hijack
Detection.

¥ Automatically whitelist addresses I send mail to

lick this option if you wish to add to each user's whitelist all non-local email addresses to which they
send mail. This will help to ensure that people whom they correspond with don't get blocked. The mail
session must be authenticated, or from a domain mail server.

[] Do not display statistic graphs

When enabled statistic graphs will not be displayed on the "Dashboard” or "My Account” pages.
Certain web browsers will not allow the user to navigate to another page unti the graphs have
foaded.

Language: [Engish %]

System generated email messages will be sent in this language.

Dashboard
[EERYESS | Mumberof items displayed per page: 3
Secy) —Exceptions - Domains.
Messages / Queues r — — =
— There are no domains that are using alternative configurations. To spealfy an altemative
Logging configuration for a domain, select it from the list in the upper right hand corner.
Reports.

Settings that control what users can do when viewing their quarantine account.

Domain Mail Servers

Edit Mail Server . [Help | Close]

U save and dose @ Close

—Properties
Description:
Hostname or IP: [127.0.0.1 X Port: [26
["] Requires SMTP authentication

vsermame: [
password: [

Type
[V This server is a default mail server

1f no mail servers are defined for a domain, the default mail server(s) will be utilized.
Specify below which domains should utilize this mail server...

Available Domains: Selected Domains:
.com

Setup / Users

Where you specify the end mail servers IP or domain name.
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O 7] 42| B securtyGatewsy for Emai ...

a3 ]

@SecurityGateway lendneOpﬁom

+ Accounts
+ Domains and Users
+ Administrators.
« User Verification Sources
= Automatic Domain Creation
+ User Options.
« Mail Configuration
+ Domain Mail Servers
= Remote POP Accounts

+ Email Protocol
« Disclaimers (Headers / Footers)
* System
+ Encryption
< H .
= Branding/Custom Images
= Directories
+ Disk Space
+ View Configuration
+ Database Maintenance
+ Data Retention
+ Backup
* Restore
« Software Updates
« Registration

Save . Cancel

The quarantine can be used to buffer users from an influx of unwanted mail and instead create a
location on the server where administrators and users can review the messages.

o
® Hold quarantined messages on the server
Send users an email listing the contents of their quarantine folder:
@© Never
O every[i hour(s)
O paily
O Weekly

© Allow mail server or client to filter quarantined messages
2 . tag subject with [EESPRTSE
... add header IXSpamqu.VES

Users:
Allow users to view and manage their own quarantine folders
¥ Allow users to modify their own quarantine settings

Administrative Quarantine (All domains)
Send administrators an email listing the contents the administrative quarantine:
O Never

O every [iT hour(s)

@ paily

O weekly

Exceptions - Domains

There are no domains that are using alternative configurations. To specify an alternative
configuration for a domain, gmmmmmmmwlgmmm:m

For Domain: |-- Global — :

#5)SecurityGateway Mail Delivery
« Accounts I save ) cancel
+ Domains and Users

+ Administrators.
* User Verification Sources
= Automatic Domain Creation
* User Options
« Mail Configuration
+ Domain Mail Servers
= Remote POP Accounts
= Quarantine Configuration
= Mail Delivery
= Email Protocol
« Disclaimers (Headers / Footers)
* System
* Encryption
= HTTP Server
= Branding/Custom Images
= Directories

« Database Maintenance
= Data Retention
= Backup
© Restore

« Software Updates

* Registration

Remote Mail Delivery
® Always send all outbound email directly to the recipient’s mail server
O Always send every outbound email to the server specified below

Mailserver: [ pom:[in
7] Access to the above mail server requires authentication
vsermame: [

password: [

Retry queue
During the first hour, retry delivery every: [ minutes (Recommended: 5)
[V Inform the sender if message is not delivered during this period

.. Include original message when informing the sender
After that, retry delivery every: [240 " minutes (Recommended: 240)

1f a message is still undeliverable after [1 days then suspend all delivery attempts
(Recommended: 5)

[ Inform the sender if the message could not be delivered
.. include original message when informing the sender

Outbound SMTP settings.

E: graeme@datasecurityexpert.co.uk | A: Graeme Batsman, 78 York Street, London, W1H 1DP
T: 0203371 0495 | M: 07909 474479 | Follow Me On Twitter: @graemebatsman



=
T DataSecurityExpert.co.uk

BLOG, ARTICLES, REVIEWS, TIPS, PUBLIC SPEAKING & PRESS

5 securityGateway for Email Servers - Internet Explorer

[EDR ] i [T SR —— Pl 1 i A A D
Help [ About | Sign Out
@SecurltyGateway mm
o Anti-Spam A Hsave O cancel For Domain: [ Global — [
* Outbreak nmmm | ~
+ Heuristics and Bayesian
o] Mms i e e (et
= URI BlacKiists (URIBL) Protection from Cyren.
+ Greylisting
+ Message Certification Outbreak detects and classifies all types of email-borne threat pattems in real-time. It
+ Backscatter Protection extracts and then analyzes relevant patterns, which are used to »dennfy massive email-borne
+ Message Scoring outbreaks. Resulting analysis can detect outbreaks in "Zero Hour” - much faster than traditional fiter
and signature based solutions.
« Anti-Virus
= Virus Scanning
+ Configure Updates —Anti-Spam
« Anti-Spoofing ¥ Enable Anti-Spam Outbreak Protection
= Reverse Lookups
- DKIM Verification 1f Outbreak Protection determines that a message is spam:
. wmn Signing
@ ... refuse the message
Sendu D o
+ Callback Verification - quarantine the message
o A Aluse O ... accept the message
= Relay Control oo =
SMTP Authentication O . tag subject with [F¥¥5PAM
1P Shielding ...addls.s points to message score
+ Dynamic Screening
+ Tarpitting 1If Outbreak that [t :
+ Bandwidth Throtling rea 2 9 ¥
= Account Hijack Detection o. oy
siteeda O ... quarantine the message
+ Message Content
+ Attachments @ ... accept the message
« Blacklists ¥ ... tag subject with [*** POTENTIAL SpaM ***
ik o ..add polats to message score
. Ips
kgl If Outbreak Protection determines that a message is bulk:
e O ... refuse the message
O ... quarantine the message
[P | © .. accept the message
.. tag subject with [*** BULK ***
E;; M ...add 2.5 points to message score

Outbreak protection settings.

lﬁ)SecurityGateway 'Virus Scanni

« Anti-Spam ~ ' save O concel
* Quluesk Pt 1
+ Heuristics SecurityGateway for Email Servers supports muliple anti-virus engines to offer an unmatched level of
DS Blackims (ousat) virus protection.
= URI Blackhi (URIBL,
? WI;‘W‘” (URIBL) « Clam AntiVirus, an open source (GPL) anti-virus toolkit, designed especially for e-mail scanning
3 Certification on mail gateways.
s BB“L“’“; Protection Cyren Anti-Virus for SecurityGateway offers enhanced anti-virus protection...
o Anti-Virus Cyren Anti-Virus, included with SecurityGateway, of
Jen— S et o Bk s ot it [ & R E N
 Crofgure Uthaes programs. It combines traditional anti-virus defense
methods vith the latest proactive t
* Anti-Spoofing
+ Reverse Lookups Configuration
= DKIM Verification
DK/D,GM Signing M Enable virus scanning
 Srderp If the anti-virus engine determines that a message is infected:
+ Callback Verfication E
R .. refuse the message
- Relay Control O ... quarantine the message
SMTP Authentication
1P Shielding ¥ Quarantine messages that cannot be scanned
+ Dynamic Screening Attempt to dlean infected messages.
+ Tarpitting

« Bandwidth Throttling
= Account Hijack Detection

« Filtering [ Exclude messages from whitelisted IP addresses

+ Message Content [] Exclude messages from domain mail servers

+ Attachments

« Blacklists Virus Scanning Engines (all domains)

mﬁs‘“ [Vl Use the ClamAV engine to scan messages

. IPs Vi [ Use the Cyren Anti-Virus engine to scan messages

+_Action.
R

—bu'?pllnns Domains:
There are no domains that are using altemative configurations. raspeafyana/maw

PETIIII | | coroion o o coman, scict # from the st te upper it hond comer:
TR -_—
"Reports.

Exclusions

Antivirus settings - very simple.

E: graeme@datasecurityexpert.co.uk | A: Graeme Batsman, 78 York Street, London, W1H 1DP
T: 0203371 0495 | M: 07909 474479 | Follow Me On Twitter: @graemebatsman



DataSecurityExpert.co.uk

BLOG, ARTICLES, REVIEWS, TIPS, PUBLIC SPEAKING & PRESS

Reporting
SecurityGateway offers various charts and reports. Some are shown below.

€ SecurityGateway for Email Ser...

€ B @ 4443/SecurityGateway dIview=main c AP aB ¢ A=
#3SecurityGateway Reports el Aok [Sqn O
® Scheduled Reports @ pack 4 view
© Statistics Report Domain: —~AlL- v [~DateRange
® Summary -
ol summary:  |Hour v (®) | Last 24 Hours v
6 Dty O From: 2014-0603 1]
Good vs. Junk Max Records: (250 ~
© Junk Email Breakdown To: 20140604 J=|
© Bandwidth
 Inbound Email .
O Messages Processed 2014-06-04 - 2 AM 0 4 4
© Top Recpients
o Top jents by Size 2014-06-04 - 3 AM o a 4
® Outbound Email 2G040 L] 3 3
O Messages Processed 2014-06-04 - 5 AM 0 4 4
© Top Senders 2014-06-04 - 6 AM [ 10 10
© Top Senders by Size
2014-06-04 - 7 AM i 10 u
S 2014-06-04 - 8 AM
O Top Spam Sources Z 2 10 a8
© Top Recpients 2014-06-04 -9 AM 0 10 10
® AntiVius 2014-06-04 - 10 AM 0 9 9
O Inbound Blocked 20140604 - 11 AM 1 12 ]
© Inbound by Name
© Outbound Blocked 2014-06-04 - 12 PM 5 1 16
© Outbound by Name 2014-06-04 - 1 PM 4 17 21
2014-06-04 - 2 PM F 1 6 7
2014-06-04 - 3 PM 1 9 10
2014-06-04 - 4 PM 1 1n 12
| 20140604 - 5 PM 1 2 10
ey 2014-06-04 - 6 PM 0 8 8
o 2014-06-04 - 7 PM 0 1 u
2014-06-04 - 8 PM 1 11 12
Messages [ Queves 20106015 3 10 1
m 2014-06-04 - 10 PM 0 3 3
MReports T o 19 196 215 s

One of the reports - good vs junk emails.

) SecurityGateway for Email Se

(€ il @ httpsy// 14443 /SecurityGateway.dll?view=main 3 cl Google P B 4 A =
#5)SecurityGateway
o Message Log @ Refresh 7 search A Details (% Redeliver “2 spam €5 ot Spam (3 Whitelist v & Blackist

O All Messages

Use the Search button to filter the messages below. Multiple messages may be selected using CTRL + left click or SHIFT + left click.
® Message Queues

© Quarantined (User) | Date v From | Recipient Subject: | Result Reason Size Score
O Quarantined (Admin) 4 2014-05-31 01:35:09 221 ur None Incomplete No Mail Sent OBytes 00 °
g s:ae‘?fg’é geﬁverv @ 2014-05-31 01:30:54 adr m None Rejected Relaying 0Bytes 0.0
@ 2014-05-31 01:30:52 221 ur None Incomplete No Mail Sent 0 Bytes 0.0
@ 2014-05-31 01:26:39 rwi ™ Too cheap but true Rejected OQutbreak Protection 1.11k8 0.0
4 2014-05-31 01:21:50 adr m None Rejected Relaying 0 Bytes 0.0
@ 2014-05-31 01:21:48 22 ur None Incomplete No Mail Sent 0 Bytes 0.0
@ 2014-05-31 01:09: m None Rejected Relaying 0 Bytes 0.0
@ 2014-05-31 01: ur None Incomplete No Mail Sent 0 Bytes 0.0
4 2014-05-31 00 m None Rejected Relaying 0Bytes 0.0
@ 2014-05-31 00: ur None Incomplete No Mail Sent 0 Bytes 0.0
@ 2014-05-31 00: ot You have never seen LOWER prices Rejected Outbreak Protection 114KB 0.0
4@ 2014-05-31 00:34:25 adr m None Rejected Relaying 0 Bytes 0.0
4 2014-05-31 00:34:24 19t ur None Incomplete No Mail Sent 0 Bytes 0.0
@ 2014-05-30 23:56:33 rwi ™ Generous shopping offered online Rejected Outbreak Protection 1.13k8 0.0
4@ 2014-05-30 23:19:45 gbr at SALE for all goods from meds to ... Regjected Outbreak Protection 143KB 0.0
4@ 2014-05-30 22:40:25 rwi ™ Approved goods at reasonable pri.. Rejected Outbreak Protection 145K8 2.0
T @ 2014-05-30 22:27:00 hip at skype Rejected Virus 297MB 0.0
’ @ 2014-05-30 22:26:22 hip at pp Rejected Virus 664.45KB 0.0
W @ 5 gt docm2 Delivered None 460.45KB 0.0
T at docm long Rejected Virus 463.92 KB 0.0
_ @ m None Rejected Relaying 0Bytes 0.0
W @ 2014-05-30 22:09:14 22 ur None Incomplete No Mail Sent 0 Bytes 0.0
<

Message log which shows: viruses, spam and clean messages.
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fi)SecurityGateway Message Help | About| Sign Out

® Message Log < Refresh | @ close
PrAlES Use the Seart Transaript | Message [ Source ]
Il ZU14-UD-30 ££3£0:00; LBY > AUEIIDUNY 1LF CONMECUUN W | 5 b
O Quarantined (User) Fri 2014-05-30 2: CBV> Socket connection failed: Permission denied Reason Score
O Quarantined (Admin) Fri 2014-05-30 22:; : CBV> A-record resolution of [mx “in progress No Mail Sent 0.0 @
O Queued for Delivery Fri 2014-05-30 2: CBV> Host [ resol Relayin OBytes 0.0
0 Bad Messages Fri 2014-05-30 2; CBV> Attempting TCP connection to e Phene
Fri 2014-05-30 22:26:56: CBV> Socket connection failed: Permission denied No Mail Sent 0.0
Fri 2014-05-30 2: CBV> Outbresk Protection
Fri 2014-05-30 2: Result: neutral i
Fri 2014-05-30 2 ~ End: Callback Verification (0.031676 seconds) - Refaying
Fri 2014-05-30 22:26:56: End RCPT scripts No Mail Sent
Fri 2014-05-30 2: 1>, Recipient ok Rélaying
Fri 2014-05-30 2: <-- DATA =
Fri 2014-05-30 22:26:56: --> 354 Enter mail, end with <CRLF>.<CRLF> No Mail Sent
Message size: 3114766 bytes Relaying
Message-ID: <20140530212651.B4A1F203A7¢€ T > No Mail Sent
Message creation successful: C:\Program Files (x86)\AIt-N Technologi i N o
= Processing DATA scripts for recipient: Outbreak Protection
— Executing: Blacklist — Relaying
— End: Blacklist (0.000007 seconds) — e
~ Executing: Anti-Virus No:Mail:Sent
Passing message through anti-virus (Size: 3114766)... Outbreak Protection 1.13 kB g
: Scanning message using: ClamAV for SecurityGateway Outbreak Protection 143K 0.0
Message is clean (no viruses found)
= Scanning message using: Cyren Anti-Virus for SecurityGateway Outbreak Protection 14548 20
* Message is infected with W32/ Trojan.SGTI-0947 virus Virus 297MB 0.0
Dashboard ** Reject 550 Sorry, this message contains W32/ Trojan.SGTI-0947 virus e 2 -
Fri 2014-05-30 22:27:00: ~ End: Anti-Virus (1.900227 seconds) — g St
SRS Fri 2014-05-30 2 * Final Score: 0.00 None 460.45K8 0.0
Securty Fri 2014-05-30 2: End DATA scripts 0.0
i Fri 2014-05-30 22:27:f > 550 Sorry, this message contains W32/Trojan.SGTI-0947 virus ‘
Messages / Queues Fri 2014-05-30 2: SMTP session terminated (Bytes infout: 3114906/498) Reaying
=l 4| Fri 2014-05-30 22:27:00: Y No Mail Sent 6o
Logging = < > >

Detailed analysis of an email.
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