








[image: ]

EXTERNAL SCAN SUMMARY

	Sl. No.
	Name
	Host
	IP
	OS
	SSL Grade
	Open Ports
	Critical
	High
	Created Time
	Updated Time

	1
	Set1
	c-98-244-28-95.hsd1.ca.comcast.net
	98.244.28.95
	
	
	0
	0
	0
	2022-02-05T06:50:36.385811
	2022-05-18T12:58:21.601961

	2
	Set1
	start.cortera.com
	12.130.8.138
	
	A
	2
	0
	0
	2021-09-15T06:48:31.191848
	2022-05-18T12:50:48.551106

	3
	Set1
	adsl-76-194-84-86.dsl.wlfrct.sbcglobal.net
	76.194.84.86
	
	
	0
	0
	0
	2021-11-18T14:38:45.012904
	2022-05-18T12:50:17.948547

	4
	Set1
	msedp.com
	67.225.133.49
	linux based os
	A
	4
	0
	3
	2021-09-15T06:50:54.145334
	2022-05-18T12:50:13.721267

	5
	Set1
	spacex.com
	151.101.2.133
	
	A
	2
	0
	0
	2021-09-15T06:48:21.714687
	2022-05-18T12:49:49.004432

	6
	TIguia
	216.58.131.5
	216.58.131.5
	
	
	0
	0
	0
	2022-04-27T16:14:19.752831
	2022-05-18T12:48:56.747434

	7
	CircuitSavior
	
	216.84.209.26
	mac_os_x
	
	2
	0
	0
	2022-02-05T06:48:44.716474
	2022-05-18T12:47:14.965837

	8
	ExternalScan
	betadev.mycybercns.com
	13.235.23.77
	linux_kernel
	A
	5
	1
	1
	2021-09-15T06:49:37.743399
	2022-05-18T12:42:43.554193

	9
	Set1
	95.179.237.95.vultrusercontent.com
	95.179.237.95
	linux_kernel
	A
	1
	0
	0
	2022-02-05T06:44:16.946915
	2022-05-18T12:39:57.294086

	10
	Google
	ord38s42-in-f14.1e100.net
	172.217.0.174
	
	C
	2
	0
	2
	2022-04-29T18:53:11.315754
	2022-05-18T12:39:33.463801

	11
	Set1
	93-39-88-199.ip75.fastwebnet.it
	93.39.88.199
	windows
	C
	1
	0
	2
	2022-03-25T14:38:09.404797
	2022-05-18T12:39:11.636331

	12
	Set1
	services.umwdata.com
	24.181.149.22
	windows
	A
	2
	0
	0
	2022-02-09T17:30:26.585143
	2022-05-18T12:39:06.728141

	13
	Google
	yyz08s09-in-f110.1e100.net
	172.217.1.110
	
	C
	2
	0
	2
	2022-04-28T07:20:20.796439
	2022-05-18T00:40:09.721283

	14
	Google
	ord38s31-in-f14.1e100.net
	142.250.191.206
	
	C
	2
	0
	2
	2022-04-28T14:11:10.879322
	2022-05-17T18:39:49.329669

	15
	Google
	ord37s33-in-f14.1e100.net
	142.250.190.46
	
	C
	2
	0
	2
	2022-05-05T02:53:05.559247
	2022-05-17T12:40:36.410522

	16
	Google
	google.com
	142.250.191.174
	
	C
	2
	0
	2
	2022-05-11T06:49:23.327514
	2022-05-17T06:41:05.299624

	17
	Google
	ord38s33-in-f14.1e100.net
	142.251.32.14
	
	C
	2
	0
	2
	2022-04-30T02:20:29.902934
	2022-05-16T00:41:31.153164

	18
	Google
	ord38s29-in-f14.1e100.net
	142.250.191.142
	
	C
	2
	0
	2
	2022-04-29T13:10:44.819873
	2022-05-15T12:39:47.045660

	19
	Google
	ord37s34-in-f14.1e100.net
	142.250.190.78
	
	C
	2
	0
	2
	2022-04-30T08:27:50.612834
	2022-05-14T06:40:10.959963

	20
	Google
	ord38s30-in-f14.1e100.net
	142.250.191.174
	
	C
	2
	0
	2
	2022-04-30T06:53:25.940192
	2022-05-13T00:44:41.694541

	21
	Google
	ord37s36-in-f14.1e100.net
	142.250.190.142
	
	C
	2
	0
	2
	2022-05-05T01:09:50.736989
	2022-05-11T00:52:43.389377

	22
	Google
	ord38s32-in-f14.1e100.net
	142.250.191.238
	
	C
	2
	0
	2
	2022-05-05T18:54:50.165841
	2022-05-09T19:47:32.248990

	23
	Set1
	ord37s35-in-f14.1e100.net
	142.250.190.110
	
	C
	2
	0
	2
	2022-04-29T00:55:40.166026
	2022-05-09T08:13:12.716927

	24
	Set1
	ord38s28-in-f14.1e100.net
	142.250.191.110
	
	C
	2
	0
	2
	2022-04-28T08:30:39.604733
	2022-05-08T02:55:17.470393

	25
	Set1
	ord37s32-in-f14.1e100.net
	142.250.190.14
	
	C
	2
	0
	2
	2022-04-28T20:34:15.341438
	2022-05-06T08:45:25.752131

	26
	Google
	lga15s49-in-f14.1e100.net
	172.217.5.14
	
	C
	2
	0
	2
	2022-05-04T08:18:28.106909
	2022-05-04T18:53:44.127652

	27
	Set1
	50.198.74.97
	50.198.74.97
	
	
	0
	0
	0
	2022-03-25T15:16:33.915979
	2022-03-25T15:16:33.915979

	28
	Set1
	106.51.72.244
	106.51.72.244
	
	
	0
	0
	0
	2022-03-05T11:34:53.040728
	2022-03-05T11:34:53.040728






1) Scan Performed on Host start.cortera.com 12.130.8.138 Set1
Last Scan Time - 18/05/2022-(12:50)
Discovered Protocols - EXTERNALSCAN, NMAPSCAN
Tags - Manoj


	A
SSL Grade

	Poodle
	Not Found

	
	HeartBleed
	Not Found

	
	HeartBeat
	Not Found

	
	Freak
	Not Found

	
	Logjam
	Not Found

	
	Drown
	Not Found





Network Vulnerabilities

	SL. NO.
	Title
	Port
	Severity
	CVSS Score

	1
	Web Server Fingerprint and Version detection over 80/TCP
	80
	MEDIUM
	4.4

	2
	Web Server Fingerprint and Version detection over 443/TCP
	443
	MEDIUM
	4.4

	3
	HTTP Security Header Not Detected
	80
	LOW
	0.0

	4
	HTTPS Security Header Not Detected
	443
	LOW
	0.0

	5
	Web Server Detected over 80/TCP
	80
	INFO
	0.0

	6
	Web Server Detected over 443/TCP
	443
	INFO
	0.0




Ports

	SL. NO.
	Port
	Service
	Name
	Compliant
	Vulnerability Count

	1
	80
	http
	
	Yes
	2

	2
	443
	https
	
	Yes
	2




Details

	Issuer Cn
	Go Daddy Secure Certificate Authority - G2

	Issued O
	

	Issuer C
	

	Issuer Ou
	http://certs.godaddy.com/repository/

	Issued To
	US

	Ext Key Usage
	ServerAuth, ClientAuth

	Valid From
	2021-09-08T19:27:22Z

	Valid Till
	2022-10-02T16:43:38Z

	Validity Days
	388

	Days Left
	137

	Subject Alt Names
	start.cortera.com, www.start.cortera.com

	Cert Bytes
	2048

	Cert Type
	RSA

	Verify Cert
	No

	Verify Host
	No

	Public Exponent
	65537

	Sn
	10254649944515908887

	Sha1
	

	Fingerprint
	

	Ver
	3

	Alg
	RSA-SHA256

	Cert Expired
	No





Additional Certificates (if supplied)


#2 Certificate
	Issuer Cn
	Go Daddy Root Certificate Authority - G2

	Issued O
	

	Issuer C
	

	Issuer Ou
	

	Issued To
	US

	Ext Key Usage
	

	Valid From
	2011-05-03T07:00:00Z

	Valid Till
	2031-05-03T07:00:00Z

	Validity Days
	7305

	Days Left
	3271

	Subject Alt Names
	

	Cert Bytes
	2048

	Cert Type
	RSA

	Verify Cert
	No

	Verify Host
	No

	Public Exponent
	65537

	Sn
	7

	Sha1
	

	Fingerprint
	

	Ver
	3

	Alg
	RSA-SHA256

	Cert Expired
	No



#3 Certificate
	Issuer Cn
	

	Issued O
	

	Issuer C
	

	Issuer Ou
	Go Daddy Class 2 Certification Authority

	Issued To
	US

	Ext Key Usage
	

	Valid From
	2014-01-01T07:00:00Z

	Valid Till
	2031-05-30T07:00:00Z

	Validity Days
	6358

	Days Left
	3298

	Subject Alt Names
	

	Cert Bytes
	2048

	Cert Type
	RSA

	Verify Cert
	No

	Verify Host
	No

	Public Exponent
	65537

	Sn
	1828629

	Sha1
	

	Fingerprint
	

	Ver
	3

	Alg
	RSA-SHA256

	Cert Expired
	No



#4 Certificate
	Issuer Cn
	

	Issued O
	

	Issuer C
	

	Issuer Ou
	Go Daddy Class 2 Certification Authority

	Issued To
	US

	Ext Key Usage
	

	Valid From
	2004-06-29T17:06:20Z

	Valid Till
	2034-06-29T17:06:20Z

	Validity Days
	10957

	Days Left
	4425

	Subject Alt Names
	

	Cert Bytes
	2048

	Cert Type
	RSA

	Verify Cert
	No

	Verify Host
	No

	Public Exponent
	3

	Sn
	0

	Sha1
	

	Fingerprint
	

	Ver
	3

	Alg
	RSA-SHA1

	Cert Expired
	No
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Likewise for every asset the data will be available. Deleted here.
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