







Executive Summary
		Assets

	No. of Assets discovered
	95

	No. of Vulnerable Assets
	11

	Vulnerabilities across 95 assets

	Critical Authenticated Vulnerabilities
	52

	High Authenticated Vulnerabilities
	590

	Medium Authenticated Vulnerabilities
	285

	Low Authenticated Vulnerabilities
	42

	Critical Network Vulnerabilities
	1

	High Network Vulnerabilities
	5

	Medium Network Vulnerabilities
	7

	Low Network Vulnerabilities
	5

	Remediations

	Resolved Remediations
	11

	Pending Remediations
	24

	Application Baseline

	Missing Mandatory Applications
	21

	Present Denied Applications
	23

	Ports

	Insecure Ports
	0



		Active Directory Computers

	Enabled Computers
	43

	Disabled Computers
	2

	Computers Not Logged In 30 Days
	39

	Total Computers
	45

	Active Directory Users

	Enabled Users
	103

	Disabled Users
	28

	Users Not Logged In 30 Days
	36

	Users with Non-Expiring Password
	44

	Users with Expired Password
	57

	Locked Out Users
	1

	Users with Passwords Expiring Soon
	0

	Total Users
	131

	Active Directory GPO’s

	Linked GPO’s
	3

	Unlinked GPO’s
	1

	Total GPO’s
	18

	Active Directory Groups

	Empty Groups
	112

	Non-Empty Groups
	58

	Total Groups
	170









	Security Summary
	
	Asset Count
	Description

	

	Anti-virus / Anti-spyware
	10
	5
	  Installed and updated  

	
	0
	4
	  Installed but not updated  

	
	0
	1
	  Not installed  

	

	Local Firewall
	6
	5
	  Enabled for both public and private networks  

	
	0
	4
	  Disabled for private networks  

	
	4
	3/1
	  Disabled  

	

	Insecure Listening Ports
	9
	5
	  No insecure listening ports  

	
	0
	3
	  1 insecure listening port  

	
	1
	1
	  More than one insecure listening port  

	

	Failed Logins
	0
	5
	  None in the last 7 days  

	
	0
	4
	  7 or less in the last 7 days  

	
	0
	3
	  14 or less in the last 7 days  

	
	0
	1
	  15 or more in the last 7 days  

	

	Network Vulnerabilities
	3
	5
	  No vulnerabilities  

	
	0
	4
	  Minor vulnerabilities (CVSS < 4.0)  

	
	6
	3
	  Major vulnerabilities (CVSS >= 4.0)  

	
	1
	1
	  Critical network vulnerabilities (CVSS >= 9.0)  

	

	System Aging
	8
	5
	  Computers are less than 2 years old  

	
	0
	4
	  Computers between 3 and 4 years old  

	
	2
	3
	  Computers between 4 and 7 years old  

	
	0
	1
	  Computers over 8 years old  

	

	Supported OS
	0
	5
	  All computers have supported OS  

	
	6
	4
	  Some OS are in extended supported  

	
	2
	3
	  Some OS with end of life less than 1 year  

	
	0
	1
	  Some OS are not supported  



	Compliance Summary
	
	Asset Count
	Description

	

	LLMNR
	1
	5
	LLMNR Disabled

	
	0
	2
	LLMNR not Allowed

	
	9
	1
	LLMNR Enabled

	

	NBTNS
	1
	5
	NBTNS Disabled

	
	1
	2
	NBTNS not Allowed

	
	8
	1
	NBTNS Enabled

	

	NTLMV1
	10
	5
	NTLMV1 Disabled

	
	0
	2
	NTLMV1 not Allowed

	
	0
	1
	NTLMV1 Enabled

	

	SMBV1 Server
	1
	5
	SMBV1 Server Disabled

	
	0
	2
	SMBV1 Server not Allowed

	
	9
	1
	SMBV1 Server Enabled

	

	SMBV1 Client
	0
	5
	SMBV1 Client Disabled

	
	0
	2
	SMBV1 Client not Allowed

	
	10
	1
	SMBV1 Client Enabled

	

	SMB Signing
	1
	5
	SMB Signing Enabled

	
	0
	2
	SMB Signing Disabled

	
	9
	1
	SMB Signing Disabled





Security Report Card

	Asset
	AntiVirus
	Local
Firewall
	Failed
Logins
	System
Aging
	Operating
System
Support
	Network
Level
Vulnerabilities
	Insecure
Listening
Ports

	CCNS-DC.ccns.mycybercns.local (192.168.1.7)  (Windows Server 2012 R2) 
	5
	1
	-
	5
	4
	5
	5
 (0 Ports)

	HAKIM (192.168.3.157)  (mac_os_x) 
	-
	-
	-
	-
	-
	-
	-


	NIKHIL (192.168.1.174)  (windows) 
	5
	5
	-
	3
	4
	3
	5
 (0 Ports)

	kitss-macbook-air.local (192.168.2.9)  (MacOS Catalina) 
	-
	-
	-
	-
	-
	-
	-


	chandu7-air.hashinclude (192.168.1.209)  (Mac OS X) 
	5
	1
	-
	5
	4
	1
	1
 (6 Ports)

	WIN-J31JBQENLA8 (162.254.26.223)  (Windows Server 2016) 
	5
	5
	-
	5
	-
	5
	5
 (0 Ports)

	ip-172-26-1-228.ap-south-1.compute.internal (172.26.1.228)  (Ubuntu) 
	-
	-
	-
	-
	-
	-
	-


	just-another-macbook.local (192.168.1.107)  (MacOS High Sierra) 
	-
	-
	-
	-
	-
	-
	-


	apples-macbook-pro-2.local (192.168.3.223)  (Mac OS X) 
	-
	-
	-
	-
	-
	-
	-


	apples-macbook-air-8.local (192.168.2.135)  (MacOS Big Sur) 
	-
	-
	-
	-
	-
	-
	-


	 DESKTOP-EVMV8PG (192.168.1.40)  (windows) 
	5
	5
	-
	5
	-
	3
	5
 (0 Ports)

	WIN-6HJIAKM39U8 (192.168.1.178)  (windows) 
	5
	1
	-
	3
	4
	3
	5
 (0 Ports)

	DESKTOP-EPN93NL (192.168.1.58)  (windows) 
	5
	5
	-
	5
	3
	3
	5
 (0 Ports)

	DESKTOP-BU71IL5 (192.168.1.176)  (windows) 
	5
	5
	-
	5
	3
	3
	5
 (0 Ports)

	NAVEEN (192.168.1.143)  (windows) 
	5
	5
	-
	5
	4
	3
	5
 (0 Ports)

	hash (192.168.1.133)  (Ubuntu) 
	-
	-
	-
	-
	-
	-
	-


	HASH12PROXAGENT.corps.hashinclude.tech (192.168.2.21)  (Windows Server 2012 R2) 
	5
	1
	-
	5
	4
	5
	5
 (0 Ports)




	OS Breakdown
	Operating System
	Asset Count

	windows
	14

	linux based os
	9

	linux_kernel
	8

	mac_os_x
	4

	Mac OS X
	2

	Ubuntu
	2

	Windows Server 2012 R2
	2

	Brother NC-8200h
	1

	FortiGate
	1

	MacOS Big Sur
	1

	MacOS Catalina
	1

	MacOS High Sierra
	1

	Meraki
	1

	Windows Server 2012 R2 Standard Evaluation 9600
	1

	Windows Server 2016
	1



	Vendor Breakdown
	Vendor
	Asset Count

	Apple, Inc.
	28

	VMware, Inc.
	17

	Raspberry Pi Trading Ltd
	2

	Xiaomi Communications Co Ltd
	2

	AEWIN Technologies Co., Ltd.
	1

	Amazon Technologies Inc.
	1

	AzureWave Technology Inc.
	1

	Brother industries, LTD.
	1

	Dell Inc.
	1

	Tp-Link Technologies Co.,Ltd.
	1

	Ubiquiti Networks Inc.
	1



	Device Breakdown
	Device Type
	Asset Count

	ADController
	1

	Printer
	1






	Storage Devices by Disk Space
	Disc Space Utilized
	Device Count

	< 25%
	2

	25% - 50%
	21

	50% - 75%
	20

	75% - 90%
	4

	> 90%
	4



	Storage Devices by Encryption
	Status
	Device Count

	Encrypted
	8

	Not Encrypted
	0

	Unknown
	43
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